A B3—=RYCERRINA v IO D
BE-EE-FR5IZDULNT

=BE=DRIFT—VEF- BMoNTNEREAN? —

Global IP Business Exchange
Feb. 2010

NTT Communications Corp.
P




BGP Route Hljacklng
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Youtube Feb.2008
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youtube hijacked Feb.2008
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BGP Route Hijacking




Hijacking ; Case-1
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Hijacking ; Case-2
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Hijacking ; Case-3

>10.0.0.0/16 10 | ~10.0.0.0/16 2010

>10.0.0.0/16 10

10.0.0.0/16 302010 |

A5 IRy
10.0.0.0/16 S40 —




Hijacking ; Case-4
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DNS Root-server




(wrong address/mask)

Spam/DDoS/Phishing... IP

Cyber Terrorism







NTT Communications
4 : 2006/6 - 2010/3
BGP HJ

Telecom-ISAC Japan BGP-WG

ISP
BGP working group 2004




(Detection)

Compare b/w Routing
update and correct routing
-IRR registry
-Configuration file

Agent/

(Recovery)

After detect the hijacking,
Start taking action:
l,e, registry IRR

Sensor

BGP Update

Receive correct
- Routes only
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Detection




Detection system

AN
Vil BGP |
Configure file <—NL—) UPDATE _’q
-Prefix <—u—

-Origin ASN

-AS-Path {:‘

’I i!Operator
ol

BGP update

BGP Update
prefix AS_ PATH
IRR origin AS

Syslog SNMP




RIPE NCC MyASN Service
A part of RIPE NCC RIS (Routing Information Service)
Checking a prefix is announced with an incorrect AS path.
Alerting by email or to your own syslog server
PHAS (Prefix Hijack Alert System)
UCLA
uses BGP data (with 3 hours' delay) from Oregon-Univ RouteViews
Checking origin, lasthop and sub-allocation set change
Alerting by email

IAR (Internet Alert Registry)
Using PGBGP (Pretty Good BGP)
Alerting by email or search on the web

NTT

Telecom-ISAC Japan BGP-WG
local info (from IRR and manual maintain) BGP UPDATE




2008
Ju  Aug Sep Oct Nov Dec

# of detected ASes %5 15 15 15 15 15

# of Hijacks 0 0 0 14 1 0
# of Bogons 9 20 2 12 6 4
JPIRR ASes for 267 263 265 269 276 280
detection

# of alerts except 2 3 19 4 1 4
above detections of
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Recorvery




Global Impact? Partial Impact?

AS

(temporary)




*10.0.0.0/16 10 *10.0.0.0/16

g © 10.0.0.0/24 10 *10.0.0.0/24

p ©10.0.1.0/24 10 10.0.0.0/16 |RETERVE
p — 10.0.0.0/24 = o
1000016 10 | — 1001024 P A=

AR ,
*10.0.0.0/24 10 ﬁ =
*10.0.1.0/24 10

10.0.0.0/16 e

10.0.0.0/24
10.0.1.0/24

AS10 0.0.0/23 4, AT

10.0.0.0/16 *10.0.0.0/16 3020 10

*10.0.0.0/24 3020 10
*10.1.0.0/24 302010

copyright (¢) NTT Communications Corps







Real Hijacking Case (1)

2004/6

Originated from Japanese ISP

Longer prefix / Invalid origin
124 x2, /125 x1, 29 x1

Action

Contacted originated AS operator
Origin AS stopped invalid announcement

Impact : about 150 minutes




Real Hijacking Case (2)

2004/9

Originated from Asian ISP

Longer prefix / Invalid origin
[24 X 2

Action

Escalate peer ISP
o Filtering on peer ISP
o Origin AS stop announcement

Impact : about 2 days



Real Hijacking Case (3)

2006/11
Originated from Asian ISP

Same prefix length / invalid origin
17 x 2, /14 x 1

Action
Not have been taken any action (Withdrawn soon)

Impact : about 5 minutes

By after analysis, we found this AS originated
many other invalid routes at the same time




Real Hijacking Case (4)

2009/8 ; this year
Originated from Asian ISP

Longer prefix / Invalid origin

/22 x 1 ; dynamic pool address for Broadband user
Action

Immediately Announce /23 x 2

Contact to ISP who originate the hijack route
o Origin AS stop announcement invalid route

Impact : about 1 hour




Prevention




Key Technologies

IRR

O

> High Availability

E-BGP UPDATE




High Availability IRR

IRRD RIPE whois-server
software

64bit CPU architecture
Backend DB NDB Cluster
SYNCER module (Redundancy, Radix Tree)

SQL Optimization
RIPE NCC




BGP

7

Received buffer (RIB-M) | 5GP Update |

“Policy Rule (Incoming) A\

jacking Validathﬁ

‘Local Cache [EENROS RN e

No entry :
_ Hit local WNOoIS ——
P
Normal . cache | C“ent N 2)IRR

path ¥ ! server
Marking validation | IRR Server

Action(accept/deny)

Policy Rule (Incoming) FreeBSD

| 4
RIB eqry JUNIPER SDK

\ 4
Policy Rule (Outgoing) AcCcess
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Advertise Buffer (RIB_Out) BGP Update -
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Valid Rout> <__:‘L_;);'

IRR base route validation :

o AS

BGP base route validation :

o AS BGP PATH
o sBGP, soBGP, pgBGP, psBGP




wrong prefixes (ISP-C ;valid)
advertised from ISP-X

ISP-X
AS64504

AS64503




C® Transit | Transit

Static
Customer

Customer




BGP HJ
NTT

RIPE Whois




